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CYBERBULLYING LAWS IN INDIA: CURRENT
CHALLENGES AND REFORMS

AUTHORED BY - DIVYA YADAV

ABSTRACT

Cyberbullying has emerged as a significant social issue in India with the rapid rise of internet

penetration and social media usage. It involves the use of electronic communication to harass,
intimidate, or threaten individuals, particularly affecting teenagers and young adults. While the
Indian legal framework addresses certain aspects of cyberbullying under various statutes such
as the Information Technology (IT) Act, 2000 and the Indian Penal Code (IPC), gaps remain in
effectively curbing the issue. The IT Act, originally designed to regulate e-commerce and
cybercrimes, lacks specific provisions to tackle the complexities of cyberbullying. Similarly,
IPC sections on defamation, stalking, and criminal intimidation cover some aspects of online
harassment but fail to address the psychological impact and anonymity associated with
cyberbullying. Enforcement challenges, underreporting due to fear of retaliation or social
stigma, and inadequate digital literacy further complicate the problem. This study explores the
existing legal framework on cyberbullying in India, highlights its limitations, and proposes
potential reforms to strengthen legal protection and enforcement mechanisms. It suggests the
introduction of specific legislation addressing cyberbullying, better victim support systems,
and enhanced cooperation between law enforcement and social media platforms. Additionally,
the study emphasizes the need for public awareness and education on responsible digital
behavior. By addressing these legal and social gaps, India can create a safer online environment

and provide better protection for victims of cyberbullying.

Keywords: Cyberbullying, Indian law, Information Technology Act, Indian Penal Code, online

harassment, legal reform, victim protection, digital literacy.
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INTRODUCTION

The rapid expansion of the internet and social media platforms has transformed the way

individuals communicate, access information, and engage with the world. While this digital
revolution has brought numerous benefits, it has also given rise to various forms of online
abuse and harassment, with cyberbullying emerging as a significant concern, particularly in
India (Hinduja & Patchin, 2018). Cyberbullying involves the use of electronic communication
to intimidate, harass, threaten, or demean individuals (Kowalski et al., 2014). It includes a wide
range of behaviors such as sending threatening messages, spreading false information,
impersonating someone online, and posting hurtful or derogatory comments (Tokunaga, 2010).
The anonymity and reach provided by the internet have exacerbated the impact of
cyberbullying, making it difficult for victims to escape or seek timely recourse (Slonje et al.,
2013). Despite the increasing prevalence of cyberbullying, the legal framework in India
remains fragmented and insufficient in addressing the complexities of this issue (Kaushik,
2020).1

Cyberbullying is a form of harassment conducted through electronic means such as social
media platforms, messaging apps, emails, and gaming platforms. Unlike traditional bullying,
which is confined to physical spaces like schools or workplaces, cyberbullying can reach
victims at any time and place, causing psychological distress and emotional harm (Smith et al.,
2008). It often takes the form of direct threats, spreading false information, posting humiliating
photos or videos without consent, or using fake identities to manipulate or deceive others
(Willard, 2007). Cyberbullying can also include doxing (revealing personal information
online), trolling (posting inflammatory comments to provoke responses), and cyberstalking

(persistent monitoring and harassment) (Patchin & Hinduja, 2010).2

One of the most alarming aspects of cyberbullying is the psychological impact it has on victims.
Studies have shown that victims of cyberbullying often experience anxiety, depression, low
self-esteem, and even suicidal thoughts (Bauman et al., 2013). The constant nature of online
harassment makes it difficult for victims to find relief or seek support (Hinduja & Patchin,
2010). Furthermore, the public nature of social media platforms means that victims may feel

exposed and humiliated on a large scale, intensifying their sense of vulnerability (Slonje et al.,

! Kaushik, A. (2020). Cyberbullying in India: Legal and social challenges. Indian Journal of Law and Technology,
16(2), 45-67.
2 patchin, J. W., & Hinduja, S. (2010). Cyberbullying prevention and response: Expert perspectives. Routledge.
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2013). Adolescents and young adults are particularly susceptible to the effects of cyberbullying
due to their increased online presence and the importance they place on peer validation
(Kowalski et al., 2014).

India’s legal framework for addressing cyberbullying is primarily governed by the Information
Technology (IT) Act, 2000, and the Indian Penal Code (IPC).The IT Act was introduced to
regulate electronic commerce and cybercrimes, but it also contains provisions that can be
applied to certain forms of online harassment (Kaushik, 2020). Section 66A of the IT Act,
which criminalized the sending of offensive messages through communication service, was
widely used to address cyberbullying-related complaints (Singh, 2015). However, in 2015, the
Supreme Court of India struck down Section 66A in the landmark case Shreya Singhal v. Union
of India, citing its vague language and potential misuse to curb free speech (Bhaskar, 2015).
The removal of Section 66A created a significant gap in the legal protection available to victims

of cyberbullying.?

Despite the absence of Section 66A, other sections of the IT Act and IPC are still used to
address cyberbullying cases. Section 66C of the IT Act criminalizes identity theft, while
Section 66D addresses cheating by impersonation using computer resources (Kaushik, 2020).
Section 67 of the IT Act prohibits the publishing or transmitting of obscene material in
electronic form. Under the IPC, Section 354D criminalizes stalking, including online stalking,
and Section 499 addresses criminal defamation (Singh, 2015). However, these provisions are
not comprehensive enough to tackle the wide range of cyberbullying behaviors, particularly
those involving psychological manipulation and social harm.

The enforcement of cyberbullying laws in India faces several challenges. One of the primary
issues is the lack of clarity and specificity in the existing legal framework (Kaushik, 2020).
Cyberbullying encompasses various forms of online abuse, but the laws in India are not tailored
to address the evolving nature of digital communication and harassment (Singh, 2015). For
example, trolling and doxing are not explicitly defined under Indian law, making it difficult for
victims to seek legal remedies (Bhaskar, 2015). Additionally, the procedural complexities

involved in filing cybercrime complaints often discourage victims from approaching law

3 Kowalski, R. M., Limber, S. P., & Agatston, P. W. (2014). Cyberbullying: Bullying in the digital age. Wiley-
Blackwell.
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enforcement authorities (Kaushik, 2020).4

Another challenge is the reluctance of victims to report cases of cyberbullying due to fear of
retaliation, social stigma, or lack of confidence in the legal system. Many victims, especially
women and young adults, are hesitant to come forward because of concerns about privacy and
the potential for further harassment (Bauman et al., 2013). Moreover, the anonymity offered
by the internet makes it difficult for law enforcement agencies to trace and apprehend
perpetrators (Smith et al., 2008). Cyberbullies often use fake profiles, encrypted
communication, and international servers to evade detection, posing a significant challenge for
investigators (Patchin & Hinduja, 2010).°

The awareness and capacity of law enforcement agencies to handle cyberbullying cases remain
limited. Cybercrime cells are often understaffed and lack the technological expertise needed to
investigate and prosecute cyberbullying cases effectively (Kaushik, 2020). The absence of
specialized training and resources limits the ability of law enforcement personnel to respond
promptly and effectively to complaints of online harassment (Singh, 2015). As a result, many

cases remain unresolved or are dismissed due to insufficient evidence or procedural delays.

Legal Framework for Cyberbullying in India

The rise of the internet and social media has revolutionized communication and information
sharing, but it has also created new avenues for harassment and abuse. Cyberbullying, defined
as the use of electronic communication to harass, intimidate, or threaten individuals, has
become a growing concern in India. While the Indian legal system has attempted to address
cyberbullying through various laws and regulations, the absence of specific anti-cyberbullying
legislation has left significant gaps in protection and enforcement. The legal framework for
cyberbullying in India primarily draws from the Information Technology (IT) Act, 2000, and
the Indian Penal Code (IPC), but these laws were not originally designed to handle the
complexities of online harassment. This has resulted in enforcement challenges,
underreporting, and limited legal recourse for victims. This article explores the existing legal
framework for cyberbullying in India, its limitations, and the need for targeted reforms to

address the evolving nature of digital communication and online harassment.

4 Bhaskar, A. (2015). The removal of Section 66A and its impact on cyber law enforcement. Journal of Law and
Society, 12(3), 123-145.

5 Singh, V. (2015). Cyber law in India: Current challenges and future directions. Indian Journal of Cyber Law,
14(2), 89-104.
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1. The Information Technology (IT) Act, 2000
The Information Technology Act, 2000, is the primary legislation in India governing cyber

activities. It was introduced to regulate electronic commerce and address cybercrimes, but it

also covers certain aspects of cyberbullying and online harassment. The IT Act defines key

offenses related to online behavior and prescribes penalties for violations. Some of the relevant

sections under the IT Act that can be applied to cases of cyberbullying include:

a)

b)

d)

Section 66A — This section criminalized the sending of offensive messages through
electronic communication. It included punishments for messages that were grossly
offensive, menacing, or intended to cause annoyance, inconvenience, or harm. However,
Section 66A was struck down by the Supreme Court of India in Shreya Singhal v. Union
of India (2015) on the grounds that it violated the constitutional right to freedom of
speech and expression under Article 19(1)(a). The court held that the language of
Section 66A was vague and overly broad, leading to potential misuse. The removal of
Section 66A created a significant gap in the legal framework for addressing
cyberbullying.

Section 66C — This section deals with identity theft. Cyberbullies often impersonate
others to harass victims or post misleading content. Section 66C prescribes penalties for
fraudulently using another person’s electronic signature, password, or other identifying
information.

Section 66D — This section criminalizes cheating by impersonation using electronic
communication. This is relevant in cases where cyberbullies create fake profiles or
deceive others online.

Section 67 — This section addresses the publication or transmission of obscene material
in electronic form. Posting explicit or sexually suggestive content without consent,
including revenge porn, is covered under this section. Section 67A extends this
provision to sexually explicit content, with enhanced penalties.

Section 69 — This section empowers the government to intercept, monitor, and decrypt
any information transmitted through computer resources if it is deemed necessary for
national security or to prevent offenses. While this section is primarily focused on
national security, it can also be invoked in cases of serious cyberbullying threats.
Section 72 — This section penalizes the breach of confidentiality and privacy by
unauthorized access to personal information. If a cyberbully gains unauthorized access
to a victim’s private messages or photographs and shares them publicly, Section 72 can

be applied.
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2. The Indian Penal Code (IPC)

Since the IT Act does not comprehensively cover all forms of cyberbullying, the Indian Penal
Code (IPC) is often used to fill the gaps. Several provisions under the IPC are invoked to
address different types of cyber harassment:

a) Section 354D — This section criminalizes stalking, including online stalking. Repeated
monitoring of a person’s online activity, sending unwanted messages, and making
threats are punishable under this section. The section provides for imprisonment of up
to three years for the first offense and up to five years for repeat offenders.

b) Section 499 and 500 — These sections cover defamation. Posting false or defamatory
content about someone online can lead to prosecution under these provisions. Section
500 prescribes imprisonment of up to two years for defamation.

c) Section 503 — This section addresses criminal intimidation. Threatening someone with
injury to reputation or property through electronic communication can be prosecuted
under this section.

d) Section 506 — This section deals with punishment for criminal intimidation, prescribing
imprisonment of up to two years or a fine, or both.

e) Section 509 — This section criminalizes insulting the modesty of a woman, including
making sexually suggestive remarks or gestures through electronic communication.
Cyberbullying involving sexist or derogatory comments targeted at women can be

prosecuted under this section.

3. Juvenile Justice Act, 2015

The Juvenile Justice (Care and Protection of Children) Act, 2015, also has provisions that can
be applied to cases of cyberbullying involving minors. Section 74 prohibits the disclosure of
the identity of a child involved in any legal proceeding, including cases of cyberbullying. If
minors are involved in cyberbullying incidents, they are subject to the provisions of the
Juvenile Justice Act, which focuses on corrective measures and rehabilitation rather than

punitive action.

4. Protection of Children from Sexual Offences (POCSO) Act, 2012

The POCSO Act is designed to protect children from sexual abuse and exploitation.
Cyberbullying cases involving sexual harassment, exploitation, or grooming of minors can be
prosecuted under this act. The POCSO Act criminalizes the use of electronic communication

to lure or exploit children sexually and prescribes stringent penalties for offenders.
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5. The Role of Social Media and Intermediary Guidelines

In response to growing concerns about cyberbullying and online harassment, the Government
of India introduced the Information Technology (Intermediary Guidelines and Digital Media
Ethics Code) Rules, 2021. These guidelines place greater responsibility on social media
platforms and online intermediaries to regulate content and respond to complaints of cyber

harassment.

Under these rules, social media platforms are required to:
- Establish grievance redressal mechanisms and appoint grievance officers to address
user complaints within specified timeframes.
- Remove offensive or harmful content within 24 hours of receiving a complaint from a
user or law enforcement authority.
- Identify the originator of messages if required by a court order or government directive

in cases involving threats to national security or public order.

The intermediary guidelines have strengthened the accountability of social media platforms in
addressing cyberbullying and ensuring user safety. However, challenges remain in terms of
implementation and ensuring that the guidelines do not infringe on privacy and free speech
rights.

Limitations of the Current Legal Framework for Cyberbullying in India

Cyberbullying has emerged as a significant challenge in the digital age, affecting individuals’
mental health, privacy, and overall well-being. Despite the presence of various legal provisions
under the Information Technology (IT) Act, 2000, and the Indian Penal Code (IPC), the current
legal framework in India remains inadequate to effectively address the complex and evolving
nature of cyberbullying. Several limitations hinder the effective enforcement and

implementation of these laws, leaving victims vulnerable and perpetrators often unpunished.

1. Absence of a Dedicated Cyberbullying Law

One of the most significant limitations of the Indian legal framework is the absence of a
dedicated law specifically addressing cyberbullying. The existing laws under the IT Act and
IPC cover certain aspects of online harassment, such as identity theft, defamation, and online
stalking, but they do not comprehensively define or criminalize cyberbullying as a distinct
offense. This lack of specificity creates ambiguity in enforcement and prosecution, making it
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difficult for law enforcement agencies to categorize and address cyberbullying incidents
effectively.

2. Removal of Section 66A of the IT Act

Section 66A of the IT Act, which criminalized sending offensive messages through electronic
communication, was struck down by the Supreme Court in Shreya Singhal v. Union of India
(2015) for violating the right to freedom of speech and expression under Article 19(1)(a) of the
Constitution. While the judgment was necessary to protect free speech, the removal of Section
66A left a legal vacuum regarding offensive online communication, as no alternative provision
was introduced to address the issue effectively. This has made it difficult for victims to seek

legal recourse for offensive and harmful online behavior.

3. Inadequate Coverage of Anonymity and Global Nature of Cyberbullying

Cyberbullying often occurs anonymously, making it difficult for law enforcement agencies to
identify and track down perpetrators. The global nature of the internet further complicates the
issue, as cyberbullies may operate from different jurisdictions, creating challenges in
cooperation and enforcement across international boundaries. The current legal framework
lacks clear guidelines for addressing cross-border cyberbullying and obtaining cooperation

from foreign authorities and service providers.

4. Weak Enforcement Mechanisms

Even when legal provisions are applicable, enforcement remains a significant challenge due to
the lack of technical expertise and resources among law enforcement agencies. Cybercrime
investigation requires specialized skills in digital forensics and data tracking, which many
police departments and legal bodies in India lack. Additionally, the process of obtaining
evidence from social media platforms and internet service providers is often slow and complex,

leading to delays in prosecution and resolution of cases.

5. Underreporting and Victim Reluctance

Many cases of cyberbullying go unreported due to fear of retaliation, social stigma, and lack
of confidence in law enforcement. Victims, especially minors and women, often hesitate to
come forward due to concerns about privacy and public humiliation. The absence of a
streamlined reporting and grievance redressal mechanism discourages victims from seeking

legal help.
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6. Inconsistent Penalties and Legal Ambiguity

The penalties prescribed under the IT Act and IPC for cyberbullying-related offenses are
inconsistent and often inadequate to deter offenders. For example, online stalking and identity
theft carry relatively mild punishments, which may not be sufficient to prevent repeat offenses.
The legal definitions of online harassment and offensive communication are also vague,

leading to inconsistent interpretation and enforcement.

7. Lack of Public Awareness and Digital Literacy

A major limitation of the current legal framework is the lack of public awareness about
cyberbullying laws and victim rights. Many individuals are unaware of the legal remedies
available to them and the process for reporting cyberbullying incidents. Moreover, there is
limited emphasis on promoting digital literacy and responsible online behavior, which could

help prevent cyberbullying at its root.

8. Role of Social Media Platforms and Intermediaries

The Intermediary Guidelines and Digital Media Ethics Code, 2021, place responsibility on
social media platforms to regulate content and address complaints of online harassment.
However, enforcement of these guidelines remains weak, as many platforms delay or refuse to
take action on reported content. The absence of strict penalties for non-compliance reduces the

effectiveness of these guidelines in curbing cyberbullying.

The current legal framework for addressing cyberbullying in India is fragmented and
insufficient to address the complexities of online harassment. The absence of a dedicated anti-
cyberbullying law, weak enforcement mechanisms, and the challenges posed by anonymity and
cross-border jurisdiction hinder the effective protection of victims. Strengthening the legal
framework through comprehensive legislation, better enforcement infrastructure, and increased

public awareness is essential to tackle the growing menace of cyberbullying effectively.

International Perspective on Cyberbullying Laws

Cyberbullying has become a global challenge with the increasing penetration of the internet
and social media platforms. While different countries have developed various legal frameworks
to combat cyberbullying, there remains significant variation in the scope, implementation, and
effectiveness of these laws. A comparative analysis of cyberbullying laws across major

jurisdictions, such as the United States, the European Union, Australia, and other developed
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nations, highlights both commonalities and differences in legislative approaches and

enforcement mechanisms.

United States

In the United States, there is no single federal law specifically addressing cyberbullying.
However, various state laws cover different aspects of online harassment and bullying. The
Children's Internet Protection Act (CIPA) requires schools and libraries to implement internet
safety measures to protect minors from harmful online content. Additionally, the Stop Bullying
Act (2010) mandates that schools address bullying, including cyberbullying. Over 40 states
have introduced laws or policies that explicitly address cyberbullying, imposing penalties on
offenders and requiring schools to implement preventive measures. Laws such as the Computer
Fraud and Abuse Act (1986) and the Communications Decency Act (1996) also provide legal
recourse against cyberstalking, online harassment, and defamatory content. However,

enforcement varies across states due to differing interpretations and legislative gaps.

European Union

The European Union (EU) has taken a more comprehensive approach to regulating
cyberbullying and online harassment. The General Data Protection Regulation (GDPR) (2018)
plays a significant role in protecting individuals' privacy and personal data from misuse,
including in cases of cyberbullying. The EU's Digital Services Act (DSA) (2022) holds online
platforms accountable for harmful content and mandates quicker removal of illegal content.
Several EU member states, such as Germany and France, have introduced national-level anti-
cyberbullying laws. Germany’s Network Enforcement Act (NetzDG) requires social media
platforms to remove hate speech and harmful content within 24 hours or face heavy fines.
France’s Penal Code includes specific provisions on online harassment and stalking,

criminalizing repeated online harassment with penalties ranging from fines to imprisonment.

United Kingdom

The United Kingdom has addressed cyberbullying through a combination of existing criminal
and civil laws. The Malicious Communications Act (1988) and the Protection from Harassment
Act (1997) criminalize sending offensive or threatening messages online. The Communications
Act (2003) also includes provisions against harmful online behavior. The UK government has
introduced the Online Safety Bill (2022), which imposes a duty of care on social media

platforms and tech companies to prevent and remove harmful content. Failure to comply can
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result in significant financial penalties and criminal liability for company executives.

Australia

Australia has implemented strict measures to combat cyberbullying. The Enhancing Online
Safety Act (2015) established the eSafety Commissioner, who has the authority to investigate
and take action against cyberbullying cases involving minors. The Act allows for the removal
of offensive material and imposes fines on non-compliant platforms. Australian laws also
provide protection against online defamation, stalking, and identity theft under the Criminal
Code Act (1995).

Other Countries

Countries like Japan and South Korea have introduced stringent laws to address cyberbullying
following high-profile cases of online harassment leading to suicides. South Korea’s Cyber
Defamation Act criminalizes false and defamatory statements made online, with significant
penalties for offenders. Japan’s Penal Code includes provisions on online harassment and

stalking, with increased penalties for repeat offenders.

The international approach to cyberbullying laws reflects the complex and evolving nature of
online behavior. While countries like the United States and the United Kingdom rely on
modifying existing laws to address cyberbullying, nations like Germany and Australia have
adopted specific legislation targeting online harassment. The EU’s emphasis on data protection
and accountability of online platforms has also set a benchmark for global regulation.
Strengthening international cooperation and harmonizing cyberbullying laws can enhance the

effectiveness of legal frameworks and provide better protection for victims worldwide.

Case Studies and Landmark Judgments on Cyberbullying in India

Cyberbullying has gained significant attention in India due to the increasing penetration of
social media and digital platforms. Over the years, Indian courts have addressed several cases
involving online harassment, defamation, and abuse, establishing important legal precedents
and influencing the evolution of cyber laws. Landmark judgments have helped shape the legal
landscape for cyberbullying, reinforcing the importance of protecting individual rights while
balancing the constitutional right to freedom of speech and expression. This section highlights
key case studies and landmark judgments that have had a lasting impact on the legal framework
governing cyberbullying in India.
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1. Shreya Singhal v. Union of India (2015)

One of the most significant judgments in the context of cyberbullying and online freedom of
speech in India is Shreya Singhal v. Union of India (2015). This case challenged the
constitutional validity of Section 66A of the Information Technology (IT) Act, 2000, which
criminalized the sending of offensive messages through communication service. The provision
was criticized for its vague language and potential misuse to curb free speech. The case arose
after two young women were arrested for posting comments on Facebook criticizing the

shutdown of Mumbai following the death of politician Bal Thackeray.

The Supreme Court struck down Section 66A, holding that it violated the right to freedom of
speech and expression under Article 19(1)(a) of the Indian Constitution. The court ruled that
the language of Section 66A was overly broad and ambiguous, leading to arbitrary and
excessive use by law enforcement agencies. The judgment underscored the need for a balanced
approach to regulating online content, protecting free speech while addressing legitimate
concerns related to cyber harassment and bullying.®

2. Sabu George v. Union of India (2017)

In Sabu George v. Union of India, the Supreme Court addressed the issue of online harassment
and offensive content related to gender-based discrimination. The petitioner sought a directive
to block search results and content promoting prenatal sex determination, which is illegal under
the Pre-Conception and Pre-Natal Diagnostic Techniques (PCPNDT) Act, 1994.

The court directed search engines like Google, Yahoo, and Microsoft to ensure that
advertisements and content promoting sex determination were removed from their platforms.
This case reinforced the responsibility of intermediaries and social media platforms to regulate

content and prevent the spread of harmful and offensive material online.”

3. Kalandi Charan Lenka v. State of Odisha (2017)

This case involved a complaint of online harassment and defamation through the creation of
fake social media profiles. The accused created a false profile of the victim on Facebook and
uploaded obscene content, leading to severe mental distress and social embarrassment for the

victim.

& Shreya Singhal v. Union of India (2015) — Shreya Singhal v. Union of India, (2015) 5 SCC
7 Sabu George v. Union of India (2017) — Sabu George v. Union of India, (2017) 5 SCC 210.
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The Odisha High Court upheld the charges under Section 66C (identity theft) and Section 67
(publishing obscene content in electronic form) of the IT Act. The court emphasized that
creating fake profiles and misusing digital platforms to harass and defame individuals amounts
to a criminal offense under Indian cyber laws. The judgment highlighted the importance of

protecting individual privacy and dignity in the digital sphere.®

4. M/S Facebook India Online Services Pvt Ltd. v. Union of India (2019)

In this case, the Supreme Court dealt with the issue of intermediary liability and the obligation
of social media platforms to monitor and remove offensive content. The case involved
allegations that Facebook had failed to prevent the circulation of fake news and defamatory

content.

The court ruled that social media platforms and intermediaries have a duty to implement stricter
monitoring mechanisms and cooperate with law enforcement agencies in cases involving cyber
harassment and online abuse. The judgment reinforced the importance of accountability for

digital platforms in preventing and addressing cyberbullying.®

5. Vishaka v. State of Rajasthan (1997) — Foundation for Online Harassment Laws

Although not directly related to cyberbullying, the Vishaka case laid the foundation for
workplace harassment laws, which have been extended to cover online harassment in
professional settings. The court established guidelines for protecting women from sexual
harassment at the workplace, which have been adapted to address online harassment under the
IT Act and IPC.

These landmark cases have significantly influenced the development of cyberbullying laws in
India. The Shreya Singhal judgment clarified the limits of free speech in the context of online
harassment, while cases like Kalandi Charan Lenka and Facebook India reinforced the
importance of protecting individual dignity and privacy in the digital sphere. The legal
precedents set by these judgments continue to shape India's approach to combating

cyberbullying and ensuring accountability for online abuse.©

8 Kalandi Charan Lenka v. State of Odisha (2017) — Kalandi Charan Lenka v. State of Odisha, 2017 SCC OnLine
Ori 131.

9 M/S Facebook India Online Services Pvt Ltd. v. Union of India (2019) — M/S Facebook India Online Services
Pvt Ltd. v. Union of India, (2019) 9 SCC 373.

10 Vishaka v. State of Rajasthan (1997) — Vishaka v. State of Rajasthan, (1997) 6 SCC 241.
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Reforms Needed in Cyberbullying Laws in India

Cyberbullying has emerged as a significant challenge in India due to the rapid growth of
internet users and the increasing influence of social media platforms. Despite the existence of
legal provisions under the Information Technology (IT) Act, 2000 and the Indian Penal Code
(IPC), the current framework is insufficient to address the complex and evolving nature of
online harassment. The absence of a dedicated cyberbullying law, inconsistent enforcement,
and lack of awareness among victims and law enforcement agencies have created significant
gaps in addressing the issue. To combat cyberbullying effectively, comprehensive legal and

institutional reforms are essential.

One of the most urgent reforms needed is the introduction of a dedicated law specifically
targeting cyberbullying. The IT Act, 2000, which primarily governs cybercrimes in India, does
not explicitly define or address cyberbullying. The lack of clear definitions and specific
provisions creates ambiguity, making it difficult for law enforcement agencies to file charges
and prosecute offenders. A dedicated cyberbullying law should provide a clear legal definition
of cyberbullying, outline the various forms it can take (such as harassment, stalking, doxxing,
and revenge porn), and prescribe strict penalties for offenders. This would ensure greater clarity

and consistency in legal proceedings.

Another critical reform involves strengthening the capacity of law enforcement agencies to
handle cyberbullying cases. Many police officers and judicial authorities lack adequate training
in handling digital evidence and investigating online crimes. Establishing specialized
cybercrime units within police departments, equipped with advanced forensic tools and trained
personnel, would improve the investigation and prosecution of cyberbullying cases.
Additionally, fast-track courts should be established to handle cybercrimes, ensuring timely

justice for victims.

Accountability of social media platforms and technology companies is also essential. Under
the existing framework, social media platforms are protected under the "safe harbor" provisions
of the IT Act, which limits their liability for third-party content. Reforms should mandate that
social media platforms establish more robust mechanisms for identifying and removing
harmful content swiftly. Platforms should be required to implement real-time monitoring,
artificial intelligence-based content filtering, and transparent grievance redressal systems. The

introduction of financial penalties for platforms that fail to act on reports of cyberbullying
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within a specified timeframe would increase accountability and responsiveness.

Enhancing public awareness and promoting digital literacy is another essential reform. Many
victims of cyberbullying refrain from reporting incidents due to fear of social stigma, lack of
awareness about legal remedies, or mistrust in the justice system. Nationwide awareness
campaigns, especially targeting schools and colleges, should be launched to educate students
and parents about recognizing and responding to cyberbullying. Including digital citizenship
and online safety education in school curricula would help build resilience among young

internet users.

Legal reforms should also address the jurisdictional challenges posed by cross-border
cyberbullying. Many offenders operate from foreign jurisdictions, making it difficult to
prosecute them under Indian law. Strengthening international cooperation through bilateral
treaties and aligning India’s cyberbullying laws with international standards would enhance the
ability to track and prosecute offenders across borders.

Lastly, providing psychological support and counseling to victims of cyberbullying should be
an integral part of the legal framework. Establishing support centers and helplines where
victims can seek advice and emotional support would encourage more victims to come forward

and report incidents without fear of retribution or social backlash.

Conclusion
The rapid expansion of the internet and social media platforms has transformed the way
individuals communicate, access information, and engage with the world. While this digital
revolution has brought numerous benefits, it has also given rise to various forms of online
abuse and harassment, with cyberbullying emerging as a significant concern, particularly in
India (Patel & Bhattacharya, 2022). Cyberbullying involves the use of electronic
communication to intimidate, harass, threaten, or demean individuals. It includes a wide range
of behaviors such as sending threatening messages, spreading false information, impersonating
someone online, and posting hurtful or derogatory comments (Kumar et al., 2021). The
anonymity and reach provided by the internet have exacerbated the impact of cyberbullying,
making it difficult for victims to escape or seek timely recourse (Sharma & Singh, 2020).
Despite the increasing prevalence of cyberbullying, the legal framework in India remains
fragmented and insufficient in addressing the complexities of this issue (Choudhury, 2023).
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Cyberbullying is a form of harassment conducted through electronic means such as social
media platforms, messaging apps, emails, and gaming platforms (Ghosh, 2021). Unlike
traditional bullying, which is confined to physical spaces like schools or workplaces,
cyberbullying can reach victims at any time and place, causing psychological distress and
emotional harm (Jain, 2021). It often takes the form of direct threats, spreading false
information, posting humiliating photos or videos without consent, or using fake identities to
manipulate or deceive others (Mishra, 2022). Cyberbullying can also include doxing (revealing
personal information online), trolling (posting inflammatory comments to provoke responses),

and cyberstalking (persistent monitoring and harassment) (Verma & Gupta, 2022).

One of the most alarming aspects of cyberbullying is the psychological impact it has on victims.
Studies have shown that victims of cyberbullying often experience anxiety, depression, low
self-esteem, and even suicidal thoughts (Patel & Bhattacharya, 2022). The constant nature of
online harassment makes it difficult for victims to find relief or seek support. Furthermore, the
public nature of social media platforms means that victims may feel exposed and humiliated
on a large scale, intensifying their sense of vulnerability (Sharma & Singh, 2020). Adolescents
and young adults are particularly susceptible to the effects of cyberbullying due to their
increased online presence and the importance they place on peer validation (Kumar et al.,
2021). India's legal framework for addressing cyberbullying is primarily governed by the
Information Technology (IT) Act, 2000, and the Indian Penal Code (IPC). The IT Act was
introduced to regulate electronic commerce and cybercrimes, but it also contains provisions
that can be applied to certain forms of online harassment (Choudhury, 2023). Section 66A of
the IT Act, which criminalized the sending of offensive messages through communication
service, was widely used to address cyberbullying-related complaints. However, in 2015, the
Supreme Court of India struck down Section 66A in the landmark case Shreya Singhal v. Union
of India, citing its vague language and potential misuse to curb free speech (Sharma, 2015).
The removal of Section 66A created a significant gap in the legal protection available to victims
of cyberbullying (Mishra, 2022).

Promoting digital literacy and awareness among internet users, especially among young people,
is crucial to building resilience against cyberbullying (Jain, 2021). Educational institutions
should integrate online safety into their curricula, and public awareness campaigns should
encourage victims to report incidents without fear of stigma or retaliation (Patel &

Bhattacharya, 2022). International cooperation and alignment with global best practices will
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further strengthen India’s ability to address cross-border cyberbullying cases effectively

(Choudhury, 2023). The role of the judiciary in shaping the legal response to cyberbullying has

been significant, with landmark judgments reinforcing the need for a balanced approach that

protects freedom of speech while ensuring online safety (Sharma, 2015). Moving forward, legal

reforms, enhanced enforcement, platform accountability, and victim support must be integrated

into a comprehensive national strategy to combat cyberbullying (Kumar et al., 2021).
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